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It’s back-to-school time, and no matter the 
age of the student, or the location of the 
school, there’s one class that everyone needs 
to pass. Smart cybersecurity habits need to 
be on all of our minds, and we can’t afford to 
fail. We’ve put together some reminders 
about staying safe online and with your 
technology. 

Before You Start Classes 

Make sure that you’re starting off the 

academic year on solid footing. Update all of 

your software and hardware to ensure that it 

has the latest security patches installed. If you 

are using an outdated version or technology, 

consider an upgrade that is equipped with 

stronger defense mechanisms against 

cybercrime. There are many student discount 

options available. Some may not be 

promoted, so ask at the store or do a bit of 

research online before you shop. Many 

reputable vendors have student options. 

When you are downloading software updates, 

only do it from the manufacturer’s site. Turn 

on automatic security updates. 

Purchase a charging block to avoid the need for 

public charging devices or stations. These are  
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often the source of detrimental 
downloads and can easily be avoided 
with your own equipment. 

Password security should be taken 
seriously. Review your passwords 
and use a password manager 
to store your secure login 
credentials. Review your 
laptop settings and make sure 
that the screen locks after 
inactivity. Enable options that 
would allow you to locate your 
device or wipe the data if it is 
stolen. You can also use 
security tracking tags on 
hardware. 

Review your banking 
credentials to have multi-
factor authentication and 
enable alerts for suspicious 
spending. 

Class Is In Session 

You’ll be forging many new 

relationships both academically and 

socially. Be aware of email 

phishing scams and fraudulent email 

addresses. Don’t click on links before 

verifying that the sender is legitimate 

and not a spoofed address 

Students are a target demographic. Be wary of 
“free” offers or job scams that require you to 
pay for them. You should be paid to work, not 
the other way around. Consult with your 
school administration about employment or 
intern programs in order to verify legitimacy. 

 

 

 

 

 

 

 

Miscellaneous Cyber Safety 

While these aren’t hardware related, be aware 

of cyberbullying and how much you share 

online. Location services can be a valuable 

tool if in the hands of people that you trust. 

And while cyberbullying isn’t something you 

can prevent with a download, you can be 

aware of it. 

Free Report Download:  

The Business Owner’s Guide To IT Support Services And Fees 

You’ll learn: 

• The three most common ways IT companies charge for their services and the pros and cons of each approach. 

• A common billing model that puts ALL THE RISK on you, the customer, when buying IT services; you’ll learn what it is and 

why you need to avoid agreeing to it. 

• Exclusions, hidden fees and other “gotcha” clauses IT companies put in their contracts that you DON’T want to agree to. 

• How to make sure you know exactly what you’re getting to avoid disappointment, frustration and added costs later on that 

you didn’t anticipate. 

Claim your FREE copy today at www.IMCollaboration.com/ITbuyersguide 
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Strong password behavior is the foundation of many 
aspects of a cybersecurity program. There are still 
people that have the same password for all their 
accounts. As an MSP, we are not present when 
passwords are created or oversee the process.  But we  
can provide education that provides essential knowledge 
and encourage users to utilize good cyber aware habits. 

 

 

 

 

 

 

 

 

 

Two-Factor Authentication (2FA) 
At IMCollaboration we strongly recommend that users 
move towards implementing Two-Factor Authentication 
in any software or service it is available.  Did you know 
that many email services allow you to add this security 
feature?  Even Facebook has made the option for a 2FA/
MFA (multi-factor authentication) available.  

Implementing 2FA/MFA can add an additional layer of 
protection even if your password is not as strong as it 
should be, but creating a very strong password with 
authentication can provide a sense of relief.   
 
 
 

IMCollaboration partners with industry leaders to make 
our clients’ businesses more secure.  Nevertheless, if an 
employee uses the same password in their personal 
technology with internet access, your business could 
become vulnerable if that user becomes a victim of 
cyber criminals.  This is why we have made providing 
your business employees with state-of-the-art training a 
priority. 
 
As an IMCollaboration customer, we can provide your 
business with:  Initial Cybersecurity Assessments of New 
Employees, Annual Cybersecurity Training and Weekly 
Micro-training for all employees.  If you are a current 
customer and not utilizing this service, contact us today 
and we can get you set up.  If you are not a current 
client and your MSP is not supplying this service, we can 
provide a FREE Dark Web Scan and Cyber Security 
Assessment to help identify your businesses 
vulnerabilities.   
 
 
 

IMPORTANT NOTE:  

Although 2FA/MFA 

is a tool that adds 

enhanced 

cybersecurity 

protections, beware 

of possible scams: 
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Our Technical Support Team Continues to 

Grow.  Please Meet Joseph Fryer 
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…..A look inside our business 

We understand that our clients expect and deserve quick 

resolution to all their technology needs.  By adding to our 

technical support team, we can continue to respond 

quickly while expanding our ability to tackle those longer 

client technical projects. 

Scan the barcode to request a  
Cybersecurity Assessment and Dark 

Web scan for your business 

 


